HGS (part of UHB)  iCare (EXTRANET) access Application Form 
(TO BE COMPLETED BY CALDICOTT GUARDIAN
Please complete electronically and email as an attachment to helpdesk@heartofengland.nhs.uk
For ongoing additional support please telephone:   0121 424 1130.
PLEASE READ BEFORE COMPLETING FORM

Please note that in order to handle your application for access to the University Hospitals of Birmingham clinical systems; this form must be correctly and fully completed by the Registered Caldicott Guardian for your Practice/Organisation.  There must also be a signed Data Sharing Agreement in place with the Trust prior to access being approved (Contact Information.Governance@uhb.nhs.uk) 
Failure to fill this form in correctly will result in a delay to your application.

IMPORTANT:  IT IS YOUR RESPONSIBILITY TO ADVISE US WHEN STAFF LEAVE YOUR PRACTICE AS SOON AS POSSIBLE VIA THE ABOVE EMAIL SO THAT WE CAN REMOVE THEIR ACCESS TO YOUR SITE’S PATIENT DATA. 
Important Note to All Applicants:  The sharing of Usernames/Passwords is not acceptable and will not be condoned by UHB NHS Trust or any of its employees.  This includes logging in on behalf of another staff member. GPs/staff members who are found to fail to abide by this condition will have their access revoked and this will be raised as a formal breach. 
A period of account inactivity of 3 months or more will result in access being revoked.
The Trust is authorised to undertake spot checks on the 3rd party at any time in order to check national compliance and/or completion of Local Confidentiality Agreement and/or IG training compliance.
All staff where access is being requested must sign a Local Confidentiality Agreement which must be held by the GP practice and available to view at any time.

Sections marked * are mandatory
	FULL Practice or Organisation Details here :

	Name:
	*

	Road/Street:
	*

	Town:
	*

	City/County:
	*

	Post Code:
	*
	Practice Code:
	*

	Network Range 

(For NEW Practices or Orgs  only)
	Start:                       


	End: 
	Subnet Mask: 


	Practice or Organisation Registered Caldicott Guardian 

	First Name:
	Last Name:
	Job Title / Role:
	Telephone number (full):
 
	Email Address:

	  
	*
	Caldicott Guardian
	*
	*

	Data Sharing Agreement (Date and Version) (Mandatory field- form will not be approved  without)
	*
	Organisational code for Data Security and Protection Toolkit
	
	


	Applicants Details :
	
	
	
	
	

	Forename:
	Surname:
	Job Title/Role:
	GP National Code: (GPs)

begins with a G -      Mandatory for GP account requests              
	Signed Local Confidentiality Agreement (Y/N):
	NHS.net email address (for each staff member):

	
	
	
	
	*
	

	
	
	
	
	*
	

	
	
	
	
	*
	

	
	
	
	
	*
	

	
	
	
	
	*
	


Appendix B - Policy for Maintaining the Security and Confidentiality of Patient Information.

All employees working in the NHS are bound by a legal duty of confidence to protect personal and special category information they may come into contact with during the course of their work. This is not just a requirement of their contractual responsibilities but also a requirement within the Data Protection Act 2018 and General Data Protection Regulations, and the NHS Code of practice.
This sets out how the Trust delivers its duty to keep patient information safe and confidential without compromising its ability to share information where needed for patient care. The policy applies to all who work within the Trust whether Trust employees or not. It covers identifiable information i.e. any information that would identify an individual, directly or indirectly.  
Patient information is any personal data held about a member of the public.
All staff have a duty to keep such information strictly confidential and to use it only for the proper and legitimate purposes in accordance with the law, essentially the Data Protection Act/GDPR, NHS Executive Guidance (the Caldicott principles) and Trust policies. The framework of good practice requires all organisations that have access to patient information to:
· Justify the purpose.

· Only use patient–identifiable information if it is absolutely necessary

· Use only the minimum necessary patient–identifiable information.

· Ensure that patient–identifiable information is accessed only on a strict need-to-know basis for your patients only.

· Ensure that everyone with access to patient-identifiable information is aware of their responsibilities.

· Understand and comply with the law

All employees and anyone else working for the NHS, have a responsibility to ensure that they are aware of, and comply with policy on confidentiality. Where breaches do occur they are responsible for reporting the incident in line with the Trusts incident reporting policy.
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