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1.2

1.3

Information Governance Provisions

Confidentiality

In respect of any Confidential Information it may receive directly or indirectly from the
other Party (“Discloser”) and subject always to the remainder of Clause 1 of this
Schedule 3, each Party (“Recipient”) undertakes to keep secret and strictly
confidential and shall not disclose any such Confidential Information to any third party
without the Discloser’s prior written consent provided that:

111 the Recipient shall not be prevented from using any general knowledge,
experience or skills which were in its possession prior to the
Commencement Date;

1.1.2 the provisions of Clause 1 of this Schedule 3 shall not apply to any
Confidential Information:

0] which is in or enters the public domain other than by breach of this
Contract or other act or omissions of the Recipient;

(i) which is obtained from a third party who is lawfully authorised to
disclose such information without any obligation of confidentiality;

(iii) which is authorised for disclosure by the prior written consent of
the Discloser;

(iv) which the Recipient can demonstrate was in its possession without
any obligation of confidentiality prior to receipt of the Confidential
Information from the Discloser; or

(V) which the Recipient is required to disclose purely to the extent to
comply with the requirements of any relevant stock exchange.

Nothing in Clause 1 of this Schedule 3 shall prevent the Recipient from disclosing
Confidential Information where it is required to do so by judicial, administrative,
governmental or regulatory process in connection with any action, suit, proceedings
or claim or otherwise by applicable Law, including the Freedom of Information Act
2000 (“FOIA"), Codes of Practice on Access to Government Information, on the
Discharge of Public Authorities’ Functions or on the Management of Records
(“Codes of Practice”) or the Environmental Information Regulations 2004
(“Environmental Regulations”).

Provided the Authority makes clear the confidential nature of such information and
that it must not be further disclosed except in accordance with Law or this Clause 1.3
of this Schedule 3, the Authority may disclose the Supplier’'s Confidential Information
to the following third parties:

1.3.1 any Contracting Authority (the Parties agree that all Contracting
Authorities receiving such Confidential Information shall be entitled to
further disclose the Confidential Information to other Contracting
Authorities on the basis that the information is confidential and is not to be
disclosed to a third party which is not part of any Contracting Authority);
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1.6

2.1

2.2

1.3.2 to any consultant, contractor or other person engaged by the Authority
and/or the Contracting Authority receiving such information;

1.3.3 to any relevant party for the purpose of the examination and certification
of the Authority’s accounts; or

1.34 to any relevant party for any examination pursuant to section 6(1) of the
National Audit Act 1983 of the economy, efficiency and effectiveness with
which the Authority has used its resources.

The Supplier may only disclose the Authority’s Confidential Information, and any
other information provided to the Supplier by the Authority in relation to the provision
of the Services, to the Supplier's Staff or professional advisors who are directly
involved in the performance of or advising on the Supplier's obligations under this
Contract. The Supplier shall ensure that such Staff are aware of and shall comply
with the obligations in Clause 1 of this Schedule 3 as to confidentiality and that all
information, including Confidential Information, is held securely, protected against
unauthorised use or loss and, at the Authority’s written discretion, destroyed securely
or returned to the Authority when it is no longer required. The Supplier shall not, and
shall ensure that the Staff do not, use any of the Authority’s Confidential Information
received otherwise than for the purposes of performing the Supplier’s obligations in
this Contract.

For the avoidance of doubt, save as required by Law or as otherwise set out in this
Schedule 3, the Supplier shall not, without the prior written consent of the Authority
(such consent not to be unreasonably withheld or delayed), announce that it has
entered into this Contract and/or that it has been appointed as a Supplier to the
Authority and/or make any other announcements about this Contract.

Clause 1 of this Schedule 3 shall remain in force:
1.6.1 without limit in time in respect of Confidential Information which comprises
Personal Data, Sensitive Personal Data or which relates to national

security; and

1.6.2 for all other Confidential Information for a period of three (3) years after
the expiry or earlier termination of this Contract.

Data protection

The Parties acknowledge their respective duties under Data Protection Legislation
and shall give each other all reasonable assistance as appropriate or necessary to
enable each other to comply with those duties.

Where the Supplier is Processing Personal Data under or in connection with this
Contract, the Supplier must, in particular, but without limitation:

221 only Process such Personal Data as is necessary to perform its
obligations under this Contract, and only in accordance with any
instructions given by the Authority under this Contract;

222 put in place appropriate technical and organisational measures against
any unauthorised or unlawful Processing of that Personal Data, and
against the accidental loss or destruction of or damage to such Personal
Data having regard to the specific requirements of Clause 2 of this
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Schedule 3, the state of technical development and the level of harm that
may be suffered by a Data Subject whose Personal Data is affected by
unauthorised or unlawful Processing or by its loss, damage or destruction;

2.2.3 take reasonable steps to ensure the reliability of Staff who will have
access to Personal Data, and ensure that those Staff are aware of and
trained in the policies and procedures identified in Clause 2 of this
Schedule 3; and

224 not cause or allow Personal Data to be transferred outside the European
Economic Area without the prior consent of the Authority.

The Supplier and the Authority shall ensure that Personal Data is safeguarded at all
times in accordance with the Law, and this obligation will include (if transferred
electronically) only transferring Personal Data (a) if essential, having regard to the
purpose for which the transfer is conducted; and (b) that is encrypted in accordance
with any international data encryption standards for healthcare, and as otherwise
required by those standards applicable to the Authority under any Law and Guidance
(this includes, data transferred over wireless or wired networks, held on laptops,
CDs, memory sticks and tapes).

Where, as a requirement of this Contract, the Supplier is Processing Personal Data
(to include, without limitation, Sensitive Personal Data) relating to patients and/or
service users as part of the Services, the Supplier shall:

24.1 complete and publish an annual information governance assessment
using the NHS information governance toolkit;

242 achieve a minimum level 2 performance against all requirements in the
relevant NHS information governance toolkit;

243 nominate an information governance lead able to communicate with the
Supplier's board of directors or equivalent governance body, who will be
responsible for information governance and from whom the Supplier's
board of directors or equivalent governance body will receive regular
reports on information governance matters including, but not limited to,
details of all incidents of data loss and breach of confidence;

24.4 report all incidents of data loss and breach of confidence in accordance
with Department of Health and/or the NHS England and/or Health and
Social Care Information Centre guidelines;

245 put in place and maintain policies that describe individual personal
responsibilities for handling Personal Data and apply those policies
vigorously;

2.4.6 put in place and maintain a policy that supports its obligations under the

NHS Care Records Guarantee (being the rules which govern information
held in the NHS Care Records Service, which is the electronic
patient/service user record management service providing authorised
healthcare professionals access to a patient’s integrated electronic care
record);

2.4.7 put in place and maintain agreed protocols for the lawful sharing of
Personal Data with other NHS organisations and (as appropriate) with
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non-NHS organisations in circumstances in which sharing of that data is
required under this Contract; and

2438 where appropriate, have a system in place and a policy for the recording
of any telephone calls in relation to the Services, including the retention
and disposal of those recordings.

Where any Personal Data is Processed by any subcontractor of the Supplier in
connection with this Contract, the Supplier shall procure that such subcontractor shall
comply with the relevant obligations set out in Clause 2 of this Schedule 3, as if such
subcontractor were the Supplier.

The Supplier shall indemnify and keep the Authority indemnified against, any loss,
damages, costs, expenses (including without limitation legal costs and expenses),
claims or proceedings whatsoever or howsoever arising from the Supplier's unlawful
or unauthorised Processing, destruction and/or damage to Personal Data in
connection with this Contract.

Freedom of Information and Transparency

The Parties acknowledge the duties of Contracting Authorities under the FOIA,
Codes of Practice and Environmental Regulations and shall give each other all
reasonable assistance as appropriate or necessary to enable compliance with those
duties.

The Supplier shall assist and cooperate with the Authority to enable it to comply with
its disclosure obligations under the FOIA, Codes of Practice and Environmental
Regulations. The Supplier agrees:

3.21 that this Contract and any recorded information held by the Supplier on
the Authority’s behalf for the purposes of this Contract are subject to the
obligations and commitments of the Authority under the FOIA, Codes of
Practice and Environmental Regulations;

3.2.2 that the decision on whether any exemption to the general obligations of
public access to information applies to any request for information
received under the FOIA, Codes of Practice and Environmental
Regulations is a decision solely for the Authority;

3.2.3 that where the Supplier receives a request for information under the FOIA,
Codes of Practice and Environmental Regulations and the Supplier itself
is subject to the FOIA, Codes of Practice and Environmental Regulations
it will liaise with the Authority as to the contents of any response before a
response to a request is issued and will promptly (and in any event within
two (2) Business Days) provide a copy of the request and any response to
the Authority;

3.24 that where the Supplier receives a request for information under the FOIA,
Codes of Practice and Environmental Regulations and the Supplier is not
itself subject to the FOIA, Codes of Practice and Environmental
Regulations, it will not respond to that request (unless directed to do so by
the Authority) and will promptly (and in any event within two (2) Business
Days) transfer the request to the Authority;
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3.25 that the Authority, acting in accordance with the Codes of Practice issued
and revised from time to time under both section 45 of FOIA, and
regulation 16 of the Environmental Regulations, may disclose information
concerning the Supplier and this Contract; and

3.2.6 to assist the Authority in responding to a request for information, by
processing information or environmental information (as the same are
defined in FOIA and the Environmental Regulations) in accordance with a
records management system that complies with all applicable records
management recommendations and codes of conduct issued under
section 46 of FOIA, and providing copies of all information requested by
the Authority within five (5) Business Days of that request and without
charge.

The Parties acknowledge that, except for any information which is exempt from
disclosure in accordance with the provisions of the FOIA, Codes of Practice and
Environmental Regulations, the content of this Contract is not Confidential
Information.

Notwithstanding any other term of this Contract, the Supplier consents to the
publication of this Contract in its entirety (including variations), subject only to the
redaction of information that is exempt from disclosure in accordance with the
provisions of the FOIA, Codes of Practice and Environmental Regulations.

In preparing a copy of this Contract for publication under Clause 3.4 of this Schedule
3, the Authority may consult with the Supplier to inform decision making regarding
any redactions but the final decision in relation to the redaction of information will be
at the Authority’s absolute discretion.

The Supplier shall assist and cooperate with the Authority to enable the Authority to
publish this Contract.

Where any information is held by any subcontractor of the Supplier in connection with
this Contract, the Supplier shall procure that such subcontractor shall comply with the
relevant obligations set out in Clause 3 of this Schedule 3, as if such subcontractor
were the Supplier.

Information Security

Without limitation to any other information governance requirements set out in this
Schedule 3, the Supplier shall:

4.1.1 notify the Authority forthwith of any information security breaches or near
misses (including without limitation any potential or actual breaches of
confidentiality or actual information security breaches) in line with the
Authority’s information governance Policies; and

4.1.2 fully cooperate with any audits or investigations relating to information
security and any privacy impact assessments undertaken by the Authority
and shall provide full information as may be reasonably requested by the
Authority in relation to such audits, investigations and assessments.

Where required in accordance with the Specification and Tender Response Document, the Supplier

will ensure that it puts in place and maintains an information security management plan appropriate to
the Services and the obligations placed on the Supplier under this Contract. The Supplier shall ensure
that such plan is consistent with any relevant Policies, Guidance, Good Industry Practice and with any



relevant quality standards as may be set out in the Key Provisions and/or the Specification and
Tender Response Document.
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